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This report summarizes monitored controls, evidence snapshots, and detected changes
recorded during the reporting period. It reflects only the tracked properties within Driftmark
monitoring scope and is not a full tenant configuration export.

driftmark.app Driftmark Monitoring Report



Executive summary
Driftmark captured periodic snapshots of monitored controls during the reporting period and
compared tracked values across snapshots or against a designated baseline.

CONTROLS
MONITORED

6

SNAPSHOTS
CAPTURED

8

CONTROLS WITH
CHANGES

5

CURRENTLY
DIFFERING

2

Summary: 6 controls were monitored over 8 snapshots. 5 controls recorded detected changes during
the period, and 2 controls are currently differing from baseline. Latest snapshot captured on Mar 20,
2026, 19:00.

What this report shows

Which controls were included in monitoring scope

How many snapshots were captured during the
reporting period

Which monitored controls recorded detected
changes

Whether the latest monitored state matches or
differs from the configured baseline

What this report does not show

Full tenant configuration exports

Human interpretation of every nested
Microsoft object

Incident remediation or resolution
workflow

Compliance certification or security
guarantees

For complex objects, Driftmark may record change at the tracked JSON structure level and may not resolve every
referenced principal or nested identifier into a human-readable entity.
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Monitoring scope
The following controls and tracked properties were included in monitoring scope for this reporting
period.

CONTROL FAMILY CONTROL TRACKED EVIDENCE

Directory Organization organization

Directory Directory usersMembers, usersGuests, groupsM365,
groupsSecurity, groupsDynamic

Identity & Access Identity and Access directoryRoles, roleDefinitions,
roleAssignments, administrativeUnits,
authorizationPolicy

Applications Applications servicePrincipals, appRegistrations

Security Security Settings caPolicies, namedLocations,
authenticationMethodsPolicy,
authorizationPolicy

General Privileged Identity
Management (PIM)

pimEligibleRoleAssignments,
pimActiveRoleAssignments,
pimRoleManagementPolicies,
pimRoleManagementPolicyAssignments

Monitoring scope reflects only the controls currently configured in Driftmark for this tenant. Scope can evolve over time
as new controls are added to the platform.
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Control summary
Snapshot coverage for each control included in monitoring scope during the reporting period.

CONTROL CATEGORY
MONITORING
STATUS

LATEST SNAPSHOT

Organization Directory Monitored Mar 20, 2026, 19:00

Directory Directory Monitored Mar 20, 2026, 19:00

Identity and Access Identity & Access Monitored Mar 20, 2026, 19:00

Applications Applications Monitored Mar 20, 2026, 19:00

Security Settings Security Monitored Mar 20, 2026, 19:00

Privileged Identity Management
(PIM)

General Monitored Mar 20, 2026, 19:00
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Detected changes
Recorded changes identified across monitored snapshots during the reporting period. These entries
indicate observed state change, not remediation status.

DETECTED CONTROL BASIS CHANGE TYPE SUMMARY

Mar 20,
2026, 19:00

Monitored controls Previous
snapshot

State changed +4 -0 ~2

Mar 19,
2026, 19:00

Monitored controls Previous
snapshot

State changed +4 -0 ~2

Mar 18,
2026, 19:00

Monitored controls Previous
snapshot

State changed +4 -0 ~1

Mar 17,
2026, 19:00

Monitored controls Previous
snapshot

State changed +4 -0 ~1

Mar 16,
2026, 19:49

Monitored controls Previous
snapshot

State changed +4 -0 ~1

Example change types include tracked values changed, structure changed, object added, object removed, state differs
from baseline, and state returned to baseline. In the summary column, + means added, - means removed, and ~ means
changed.

Contoso Page 5



Snapshots captured
Successful snapshots captured during the reporting period, including whether drift was detected and
whether the snapshot is currently designated as baseline.

CAPTURED DRIFT BASELINE ITEMS

Mar 20, 2026, 19:00 Drift detected  +4 -0 ~2 — 659

Mar 19, 2026, 19:00 Drift detected  +4 -0 ~2 — 659

Mar 18, 2026, 19:00 Drift detected  +4 -0 ~1 Baseline  Approved

Mar 21, 2026

659

Mar 17, 2026, 19:00 Drift detected  +4 -0 ~1 — 659

Mar 16, 2026, 19:49 Drift detected  +4 -0 ~1 — 659

Mar 16, 2026, 19:45 No changes — 655

Mar 16, 2026, 19:45 No changes — 655

Mar 16, 2026, 19:45 No changes — 655
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Evidence details
Detail pages for selected controls, summarizing available evidence, comparison mode, and
supporting references into stored snapshots.

Organization
Basic organization details | Verified domains

No drift detected

CATEGORY

Directory

ENDPOINTS

1

SNAPSHOTS

8

LATEST CAPTURE

Mar 20, 2026, 19:00

Evidence keys: organization
Latest snapshot status: success, items in this control family: 1

Directory
Users by type (Member, Guest) | Groups by type (Microsoft 365, Security, Dynamic)

No drift detected

CATEGORY

Directory

ENDPOINTS

5

SNAPSHOTS

8

LATEST CAPTURE

Mar 20, 2026, 19:00

Evidence keys: usersMembers, usersGuests, groupsM365, groupsSecurity, groupsDynamic
Latest snapshot status: success, items in this control family: 5

Identity and Access
Directory active roles | Role definitions | Active role assignments | Administrative units |
Authorization policies

Drift detected

CATEGORY

Identity & Access

ENDPOINTS

5

SNAPSHOTS

8

LATEST CAPTURE

Mar 20, 2026, 19:00

Evidence keys: directoryRoles, roleDefinitions, roleAssignments, administrativeUnits,
authorizationPolicy
Latest snapshot status: success, items in this control family: 152



Applications
Enterprise applications (service principals) | App registrations

Drift detected

CATEGORY

Applications

ENDPOINTS

2

SNAPSHOTS

8

LATEST CAPTURE

Mar 20, 2026, 19:00

Evidence keys: servicePrincipals, appRegistrations
Latest snapshot status: success, items in this control family: 208

Security Settings
Conditional Access Policies | Named locations | Authentication Methods Policies |
Authentication Methods Configuration | Authorization Policy

Drift detected

CATEGORY

Security

ENDPOINTS

4

SNAPSHOTS

8

LATEST CAPTURE

Mar 20, 2026, 19:00

Evidence keys: caPolicies, namedLocations, authenticationMethodsPolicy, authorizationPolicy
Latest snapshot status: success, items in this control family: 11

Privileged Identity Management (PIM)
Just-in-time privileged access | Eligible role assignments | Active role assignments | Role
management policies

No drift detected

CATEGORY

General

ENDPOINTS

4

SNAPSHOTS

8

LATEST CAPTURE

Mar 20, 2026, 19:00

Evidence keys: pimEligibleRoleAssignments, pimActiveRoleAssignments, pimRoleManagementPolicies,
pimRoleManagementPolicyAssignments
Latest snapshot status: success, items in this control family: 283
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Methodology and limitations
This section explains how Driftmark captures evidence and how report findings should be
interpreted.

Monitoring methodology

Driftmark captures periodic snapshots of monitored cloud configuration data. Changes are identified by
comparing tracked values between snapshots or against a designated baseline snapshot, depending
on the configured comparison mode.

For complex objects, Driftmark records evidence at the tracked JSON structure level. Report findings
therefore reflect monitored state and detected structural or value change within that tracked scope.

Limitations

This report is limited to controls and tracked properties included in Driftmark monitoring scope.

This report does not represent a full tenant export or a full semantic interpretation of all nested
platform objects.

Change detection indicates observed state change. It does not, on its own, indicate intent, approval
status, or remediation completion.

Where baseline comparison is used, baseline conclusions depend on the selected baseline
snapshot remaining an appropriate reference point.

Evidence references

Supporting references in this report point to internal Driftmark snapshot records, timestamps, object
paths, and stored diff metadata. These references allow underlying technical evidence to be retrieved
when further validation is required.
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